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This wiki will begin by explaining in detail the configurations and knowledge required to

create Postgres, PgPool and PgBouncer clusters step by step, requiring manual tweaks as if it

were a tutorial. Later, the installation and execution manual for PgCloud will be incorporated,

in which the system will deploy, write configuration and prepare the cluster of all the layers

together with failover configuration and more automatically on the servers indicated for the

creation of nodes.

Please note that this wiki will only teach content that is necessary and useful to know how to

use PgCloud and its tools. THIS IS NOT AN OFFICIAL WIKI FOR ANY TOOL USED IN

PGCLOUD.

Postgres Manual: https://www.postgresql.org/docs/16/

PgPool Manual: https://www.pgpool.net/mediawiki

PgBouncer: https://www.pgbouncer.org/usage.html

All content on the wiki will be updated as updates are released. But we gratefully consider it

necessary to validate its veracity with our online wiki () and wiki on Github (). Wiki book

written by @Zheng Lin Lei and revision done by @Sankey r3 and @tostadanevera.

This project manual is protected under CC BY-SA 4.0 Licence, any partial or complete

appropriation of the work is not allowed.
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1 - Introduction

PgCloud is an automatic system for generating distributed nodes of PostgreSQL, PgPool and PgBouncer

without the need to remain on a physical machine, since it uses docker technology. The system is

capable of generating Postgres nodes with database replication on the same or different machines, load

balancing with PgPool and connection caching with PgBouncer.

There are several architectures offered by PgCloud tested perfectly by our team. There is even the

possibility of customising the architecture with some extra configuration. The architecture is separated

by layers, specifically three: Replication Layer, Load Balancing Layer and Connection Pool Layer.

The three-tier architecture is the most

used in environments where it requires

much more data load and data consistency

is prioritised, but its disadvantage is the

time cost per request. (Section 2.2)

Please note that there may be a bottleneck

in PgBouncer if you do not place the nodes

on machines with sufficient resources.

View more: https://en.wikipedia.org/wiki/CAP_theorem

The other two-tier architecture is preferred for

systems where time is prioritised, but the

amount of load is low. It is also the fastest in

preparing the cluster in case of a node failover.

Since there is less communication and it is

easier to reach a node agreement.

By default the system is enabled to launch this architecture (section 0)
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2 - Diagram

Each layer architecture has different conditions of nodes to occupy, below is an example of a

complete architecture with connections. Each figure represents a node and not a physical

machine, the decision of putting one or two different nodes in the same machine depends on

the load and stability that is desired to give to the system.

2.1 - Two-tier Architecture

This is the most basic configuration that we can

configure to offer load balancing. Its weakness is that it

does not have a PgPool backup when a node goes down,

the entire system stops receiving requests. Although it

is undoubtedly the least expensive, optimal and simple

for simple systems where it does not require much

availability and load.

To configure this architecture, follow the configuration

(Section 0) and disable Watchdog on PgPool

Creating a PgPool cluster alongside the PostgreSQL

cluster helps to solve both the failover of a postgres

node and a PgPool node. Throughout this

documentation we will use primary and replica to

map the postgres and master and slave roles for the

PgPool cluster.
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2.2 - Three-tier Architecture

With a three-tier architecture we have better

consistency between nodes, this way if

PgBouncer were to fail we could replace it with

a PgPool gate, losing the capacity offered by

PgBouncer but obtaining more availability.

With this we are able to create a distributed

system that offers load balancing and

connection caching for fast management.

2.3 - Other Architecture

You can also use the system where you omit the load balancing layer, that is, use PgBouncer

with Postgres. This architecture is not the most common but it does offer quite a few

advantages if you only require these two modules.
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An example using this layer is:

PgBouncer is an optimal choice for efficiently

pooling database connections, especially when

your system needs connection caching rather

than load balancing. Unlike PgPool, which offers

additional features like load balancing,

PgBouncer focuses solely on connection pooling.

This makes it lightweight, with lower memory

consumption and minimal configuration, ideal

for handling high connection rates while

maintaining a stable database environment.

9



3 - Developer Wiki

This section explains all the content in a technical way about the technologies, steps and

testing used for the development of PgCloud. The content of this wiki is exclusive with

parameters that are required in PgCloud. If you want to learn more, you will always be

provided with more information in each section so that you can browse the official sources of

the tools. THIS CONTENT IS FOR EDUCATIONAL USE ONLY.

If your purpose of reading the wiki is to learn how to use PgCloud, go to Section 4

3.1 - Replication Layer

The replication layer within this system is effectively managed by PostgreSQL, which plays a

crucial role in ensuring data consistency and high availability across multiple synchronised

servers. This replication mechanism is integral to the system's interconnection architecture,

and several key aspects define its implementation and functionality:

- Cluster Configuration

The PostgreSQL cluster is configured with a primary node, often referred to as the

master, and multiple replica nodes, commonly known as slaves. The primary node is

responsible for handling all write operations, while the replica nodes continuously

synchronise with the primary to maintain up-to-date copies of the data.

The replica nodes are not just passive copies; they are actively maintained and are

capable of taking over the role of the primary node in the event of a failure. This failover

capability ensures that service continuity is maintained even if the primary node

becomes unavailable. The automatic promotion of a replica node to the primary role

minimises downtime, which is critical in environments requiring high availability.

Additionally, this replication setup enhances data redundancy and disaster recovery. By

distributing copies of the data across multiple servers, the system safeguards against
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data loss, ensuring that even if one or more servers fail, the integrity and availability of

the data are preserved.

- Replication Method

PgPool optimises replication by using the stream replication method. This ensures that

updates on the primary server are immediately transmitted to the secondary servers.

This guarantees that data is always up-to-date on all replicas.

The replication method of stream replication is part of WAL distribution, also known as

Write-Ahead Log (WAL) Shipping, which can be implemented in two different delivery

modes: file-based log shipping and streaming replication. The primary server is

configured to support both delivery methods (but is recommended to use stream),

allowing replicas to use either option. However, PostgreSQL does not recommend using

file-based WAL shipping and streaming replication simultaneously.

- File-based log shipping: (Section 3.3.1) In this method, WAL (Write-Ahead Log)

segments are continuously written to a file until a certain size or time threshold is

reached. These segments are then copied from the primary server to the replica via

SSH or rsync. Once the replica receives the file, it applies the updates to its data

and performs a cleanup process. This method is asynchronous, meaning there is a

potential window for data loss if the primary server fails. It is recommended for

backups or non-active replicas.

- Streaming replication: (Section 3.3.2) In this method, changes are transmitted from

the primary to the secondary server in real-time. It can be either synchronous or

asynchronous. Synchronous replication ensures no data loss but may impact the

primary server's performance.

More types of replication:

https://www.postgresql.org/docs/current/different-replication-solutions.html

Cluster Official Documentation:

https://www.postgresql.org/docs/current/high-availability.html
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3.1.1 - Configuration

The configuration explanations in this wiki will start by explaining the configurations that are

exposed as customised in the configurations of the software used, and the values ​​modified in

the conf file (postgresql.conf and pgpool.conf). Read the manual configuration of PgCloud on

(Section 6)

All system configurations are found in their respective .env files.

3.1.1.1 - Enable WAL

By default, the system settings enable WAL logging, which is essential for both file-based log

shipping and streaming replication. This setting is not configurable because disabling it

would result in the loss of replication functionality.

About WAL:

https://www.postgresql.org/docs/current/wal-intro.html

# postgresql.conf

# Values accepted minimal, replica y logical

# minimal: Logs only the information necessary for crash recovery.

# It is not sufficient for replication or point-in-time recovery.

# replica: Includes enough information for real-time replication

# (streaming replication) and for logical replication logs. This is

# the default setting.

# logical: In addition to what "replica" includes, it adds the necessary information

# for logical replication, enabling data publication and subscription.

#

# Use of replica

wal_level = replica

# If synchronous mode is enabled, transactions are considered accepted only when

# the rules defined in `synchronous_standby_names` are met, specifically with the

# status of `remote_write`. This means that the WAL (Write-Ahead Log) has been

# written to the replica. If you want the transaction to be acknowledged only after

# the data has been written to the replica database itself, rather than just to the

# WAL, you should set it to `remote_apply`.

synchronous_commit = remote_write

# Wal log activated

wal_log_hints = on

# Get last timeline after a failover on recovery stage

recovery_target_timeline = 'latest'

You can get more detail information on WAL section (Section 3.2.1)

12

https://www.postgresql.org/docs/current/wal-intro.html


3.1.1.2 - Primary Role Database

To set up the primary node, you need to fill in the PostgreSQL configuration parameters in the

Docker image and create the replication user. Those parameters are from the official Postgres

Docker Image repository and are required to create the container.

For more information, visit: https://hub.docker.com/_/postgres#:~:text=POSTGRES_DB

# This data is required for the creation of the database with the docker image. The data

# is needed for the primary database

POSTGRES_DB=db_pgcloud

POSTGRES_USER=u_pgcloud

POSTGRES_PASSWORD=p_pgcloud

PASSWORD_AUTHENTICATION=md5

PGDATA=/opt/pg_data

Container launching.

$ docker run -d \

--name pgcdb \

-e POSTGRES_PASSWORD=p_pgcloud \

-e POSTGRES_USER=u_pgcloud \

-e PGDATA=/opt/pgdata \

-e POSTGRES_DB=db_pgcloud \

-v pgcdata:/opt/pgdata \

postgres

It is important to know that if you modify the value of PGDATA you must modify the volume

path in the script that launches the containers. (Section 0)

Now we need to create a replica user with replication permission. To create a replication user

in your database, you can utilise the /docker-entrypoint-initdb.d directory for additional

initialization tasks. If you're working with an image based on this one, simply place any

necessary .sql, .sql.gz, or .sh scripts into the /docker-entrypoint-initdb.d directory (create this

directory if it doesn't already exist).

During the container startup, after the initdb process creates the default postgres user and

database, the entrypoint script will execute any .sql files, run any executable .sh scripts, and

source any non-executable .sh scripts located in this directory. This allows you to perform

further initialization before the database service begins. (This action will be executed once)
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Save any .sql file with this content to the directory and Postgres will execute it at database

initialization.

-- init.sql

-- Valor del archivo init.sql que se ejecutará por postgres automáticamente

CREATE ROLE pg_replica WITH REPLICATION LOGIN PASSWORD 'p_pgcloud';

After all it is time to modify the postgresql.conf configuration file, please note that we have

done some previous configurations (Section 3.1.1.1), the configuration required for primary

database are:

# postgresql.conf

# Enable timeout to raise an error if no replica is receiving data

wal_sender_timeout = 1000ms # in milliseconds; 0 disables it

# Enable Stream Replication for real-time synchronised updates

# You can see additional configuration in "synchronous_commit"

# The possible values are:

# * : All replicas must receive the copy before

# the transaction is confirmed

# ANY {INT} (*) : At least x nodes must be updated to the latest

# commit. Example: ANY 2 (*)

# ANY {INT} ({NODE NAME LIST}) : At least x nodes from the list must be updated

# ({NODE NAME LIST}) : All nodes in the list must be updated

# {EMPTY} : None are synchronous; all nodes will be

# asynchronous

synchronous_standby_names = 'FIRST 1 (*)'

More information:

https://www.postgresql.org/docs/current/runtime-config-replication.html

Synchronisation rule:

Section 3.1.3.3
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3.1.1.3 - Replica Role Database

There is not much configuration required on the replica, because everything the replica needs

can be obtained from the primary. The only requirement is to have an empty pgdata folder.

As the default postgres image creates a folder with database content, the first thing we will do

is delete it once the container is launched.

Once deleted, run a command from a postgres tool to synchronise the data:

$ pg_basebackup -h ${PRIMARY_HOST} -p ${PRIMARY_PORT} -U ${REPLICA_USER}

-d "host=${PRIMARY_HOST} port=${PRIMARY_PORT} user=${REPLICA_USER}

dbname=${POSTGRES_DB} application_name=${BACKEND_NAME}"

-X stream -C -S replica$slot -v -R -w -D ${PGDATA}

For more details of pg_basebackup (Section 3.1.4.2)

It is important to highlight the $slot variable. A replica slot is the identifier where the

primary node stores the data that will be shared with the replica. Losing the slot means losing

the replication history, which can compromise the integrity of the replica. (Section 3.1.7)

The PostgreSQL file configuration for replica includes the following aspects:

# postgresql.conf

primary_slot_name = 'replication_slot'

hot_standby = on # on means that the replica is read-only

It is recommended to have the configuration of the primary and replica databases configured

from a pre-configured database. The configuration does not overlap since the role that the

database will have will apply its corresponding configuration from the postgres.conf file. In

this way we can promote and depromote automatically without having to have human

intervention.
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3.1.1.4 - Docker Compose Example

Here you have an example of a docker-compose file for launching two containers with custom

data. One primary and the other replica:

# docker-compose.yaml

x-postgres-common:

&postgres-common

image: postgres:16-alpine

user: postgres

restart: always

healthcheck:

test: 'pg_isready -U user --dbname=db_pgcloud

interval: 10s

timeout: 5s

retries: 5

services:

postgres_primary:

<<: *postgres-common

ports:

- 5432:5432

environment:

POSTGRES_USER: u_pgcloud

POSTGRES_DB: db_pgcloud

PGDATA: /opt/pgdata

POSTGRES_PASSWORD: p_pgloud

POSTGRES_HOST_AUTH_METHOD: "scram-sha-256\nhost replication all 0.0.0.0/0 md5"

POSTGRES_INITDB_ARGS: "--auth-host=scram-sha-256"

command: |

postgres

-c wal_level=replica

-c hot_standby=on

-c max_wal_senders=10

-c max_replication_slots=10

-c hot_standby_feedback=on

volumes:

- ./init.sql:/docker-entrypoint-initdb.d/init.sql

postgres_replica:

<<: *postgres-common

ports:

- 5433:5432

environment:

PGUSER: pg_replica

PGPASSWORD: p_pgcloud

command: |

bash -c "

until pg_basebackup --pgdata=/opt/pgdata -R --slot=slot --host=postgres_primary

--port=5432

do

echo 'Waiting for primary to connect...'

sleep 1s

done

echo 'Backup done, starting replica...'
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chmod 0700 /opt/pgdata

postgres

"

depends_on:

- postgres_primary

3.1.2 - WAL Define

Write-Ahead Logging is a technique used by PostgreSQL to ensure data integrity and

durability. It involves recording changes to a log before they are applied to the database itself.

This approach guarantees that in the event of a crash or failure, PostgreSQL can recover the

database to its most recent consistent state by replaying these logs.

WAL serves to protect against data loss. By writing changes to a log file before applying them

to the main database files, PostgreSQL ensures that it can recover committed transactions

even if a system crash occurs.

Process:

- Logging Changes: When a transaction modifies the database, the changes are first

recorded in the WAL. This log entry includes all the necessary information to redo the

changes.

- Applying Changes: After the WAL entries are written, the changes are applied to the

actual database files. This sequence ensures that the database can be restored to a

consistent state by replaying the WAL entries in the event of a crash.

Recovery:

- During recovery, PostgreSQL uses the WAL to apply all changes recorded in the log

since the last checkpoint, ensuring that no committed data is lost.

WAL files are stored in a specific directory within the PostgreSQL data directory. The exact

location is configured in the PostgreSQL configuration file (postgresql.conf), but by default,

WAL files are located in $PGDATA/pg_wal
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3.1.2.1 - WAL Logging Levels

There are different levels of replication, and it may be interesting to apply one or the other

depending on the purpose. PgCloud applies the replication level (formerly physical) because it

is the minimum required for stream replication, while logical is too much data being

transmitted where only 30% of the data is really useful for replication.

In PostgreSQL, different levels of Write-Ahead Logging (WAL) provide varying degrees of

logging detail, tailored to different needs:

Minimal logging is designed to record only the essential information required for crash

recovery. However, it has significant limitations, as it is insufficient for replication and does

not support point-in-time recovery (PITR). This level is best suited for environments where

minimal logging is adequate, and there is no need for replication or detailed recovery options.

Replica logging goes a step further by providing the necessary information for real-time

replication and logical replication logs. It supports streaming replication, which allows

continuous and real-time data synchronisation between primary and replica servers. This level

is also suitable for logical replication, where specific datasets or tables can be replicated

instead of the entire database. Replica logging is the default setting, ensuring the system is

ready for replication by default.

Logical logging extends the replica logging level by adding information needed for logical

replication. It supports all the features of replica logging, including streaming and logical

replication. Additionally, it enables advanced replication features like data publication and

subscription, allowing specific datasets to be replicated across different databases or systems.

This level is ideal for complex replication scenarios where selective data replication or sharing

data across multiple databases is required.

3.1.2.2 - WAL Sender

The WAL (Write-Ahead Log) sender, or WAL sender, is a key component in PostgreSQL's

replication and high-availability architecture. It plays a crucial role in streaming replication by

transmitting WAL records from the primary server to one or more standby servers. Here's an

overview of how the WAL sender works and its importance in PostgreSQL:
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- Role and Functionality

The WAL sender is a PostgreSQL background process that operates on the primary server. Its

main responsibility is to send WAL records to standby servers in real-time. These WAL

records contain a log of all changes made to the database, ensuring that the standby servers

can apply these changes and stay synchronised with the primary server.

When a transaction is committed on the primary server, the changes are first recorded in the

WAL before being written to the actual data files. The WAL sender picks up these changes

from the WAL and streams them to the connected standby servers. This process allows the

standby servers to apply the changes almost simultaneously, enabling them to quickly take

over if the primary server fails.

- Operation

The WAL sender process is started when a standby server connects to the primary server for

replication. The connection is established using the replication protocol, which is different

from a standard client connection. Once connected, the WAL sender begins streaming WAL

records starting from the last known consistent point in the standby server.

The WAL sender reads the WAL records from the primary server's pg_wal (or pg_xlog in older

versions) directory and sends them over to the standby server. If the standby server falls

behind, the WAL sender can stream older WAL segments to catch it up. The process

continues as long as the replication connection remains active.

- Configuration and Management

Several configuration parameters in postgresql.conf control the behaviour of the WAL sender:

- max_wal_senders: This parameter specifies the maximum number of WAL sender

processes that can run simultaneously on the primary server. This limits how many

standby servers can connect for streaming replication.

- wal_keep_size: This setting determines how much WAL data is retained on the

primary server for standby servers that may fall behind. This is critical in ensuring that

the standby servers can catch up without needing to request WAL segments from

archive storage.
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- synchronous_commit: When set to on or configured with synchronous replication, this

parameter ensures that transactions are not considered committed until the WAL

records have been sent to and acknowledged by the standby server(s). This enhances

data safety but may impact performance due to the added latency.

- wal_sender_timeout: This parameter sets the time that the WAL sender will wait for an

acknowledgment from the standby before timing out. If the timeout is reached, the

connection to the standby server is closed.

- archive_mode: Set to on if you want to enable File-Based log shipping, although

streaming replication will take the sender job.

- archive_command: (Will be used if archive_mode is on) Command to send WAL files to

the destination node, can be remote or local.

- WAL Sender States

The WAL sender can be in different states during its operation:

- Streaming: Actively sending WAL records to the standby server.

- Backup: Also known as File-based log shipping. Sending a base backup to the standby

(if requested by the standby server, needs to be configured as a backup replica).

- Catchup: Sending WAL records to a standby server that is catching up after falling

behind.

- Monitoring

The status of WAL senders can be monitored using the pg_stat_replication view in

PostgreSQL. This view provides information such as the state of the WAL sender, the current

location of the WAL records being sent, and the lag between the primary and standby servers.

- Importance

The WAL sender is crucial for maintaining the integrity and availability of data in a replicated

PostgreSQL environment. By continuously streaming changes to standby servers, it ensures

that there is minimal data loss in the event of a primary server failure. Additionally, it allows

for load balancing by offloading read operations to the standby servers, enhancing overall

system performance.
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3.1.2.3 - WAL Receiver

The WAL (Write-Ahead Log) receiver, or WAL receiver, is the counterpart to the WAL sender

in PostgreSQL's streaming replication architecture. While the WAL sender operates on the

primary server to transmit WAL records, the WAL receiver runs on a standby server and is

responsible for receiving these records and applying them to keep the standby in sync with the

primary.

- Role and Functionality

The WAL receiver is a background process on a standby server that connects to the primary

server's WAL sender. Its main function is to receive the stream of WAL records sent by the

WAL sender and write these records to the standby's pg_wal (or pg_xlog in older versions)

directory. Once the WAL records are received and written to disk, the standby server applies

these changes to its local copy of the database, keeping it up to date with the primary server.

- Operation

When a standby server is started, it connects to the primary server using a replication

connection. Once connected, the WAL receiver process is initiated. It listens for incoming

WAL records from the primary server's WAL sender. The WAL receiver writes these records

to the WAL directory on the standby server in the same order they were created on the

primary server.

As the WAL records are written, the standby server applies them to its database files,

replaying the changes just as they occurred on the primary server. This process ensures that

the standby server is nearly an exact replica of the primary, ready to take over in case of failure.

- Configuration and Management

Several configuration parameters in postgresql.conf on the standby server control the

behaviour of the WAL receiver:

- primary_conninfo: This setting specifies the connection string used by the WAL

receiver to connect to the primary server. It includes details like the host, port, user,

and password needed to establish the replication connection.

- primary_slot_name: If replication slots are used, this parameter specifies the name of

the replication slot that the standby server will use. Replication slots ensure that the
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primary server retains the necessary WAL segments until they have been successfully

received by the standby.

- wal_receiver_timeout: This parameter controls how long the WAL receiver will wait

for data from the primary server before timing out. If no data is received within this

period, the WAL receiver will assume there is a problem with the connection.

- restore_command: Set this parameter if primary server File-Based log shipping method

is enabled.

- wal_receiver_status_interval: This setting determines how often the WAL receiver will

send feedback to the WAL sender about its current progress. This feedback helps the

primary server manage WAL segment retention and the status of replication.

- WAL Receiver States

The WAL receiver process can be in several states during its operation:

- Streaming: Actively receiving WAL records from the primary server's WAL sender and

writing them to the WAL directory.

- Waiting: Waiting for the next batch of WAL records to arrive from the primary server

(restore_command).

- Stopping: The process of shutting down the WAL receiver, typically when the standby

server is being stopped or the replication connection is being terminated.

- Monitoring

The status and activity of the WAL receiver can be monitored using views such as

pg_stat_wal_receiver. This view provides information about the connection to the primary

server, including the current WAL file being received, the amount of data received, and any

potential lag in replication.

- Importance

The WAL receiver is critical for maintaining the synchronisation between the primary and

standby servers in a PostgreSQL replication setup. By continuously receiving and applying

WAL records, the WAL receiver ensures that the standby server is up to date and can take over

with minimal data loss in the event of a primary server failure. It also plays a role in enabling
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read-only queries on the standby server, allowing the load to be distributed between the

primary and standby.

3.1.2.4 - Example Of Each WAL Method

Here you have some examples of configuration to set up the WAL shipping method you want

to work with.

3.1.2.4.1 - File-Based Log Shipping

Primary:

wal_level = replica

# Maximum of 3 replicas

max_wal_senders = 3

# Wal log activated

wal_log_hints = on

# Active File-Based log shipping

archive_mode = on

# Can use cp and external process will send to destination or

# use rsync or scp

archive_command = 'rsync %p user@remote:/tmp/wal/%f'

Replica:

standby_mode = 'on'

primary_conninfo = 'host=127.0.0.1 port=5432 user=user password=pass'

# All WAL files send by primary will be copied to postgres pg_wal folder to be applied

restore_command = 'cp /tmp/wal/%f %p'

3.1.2.4.2 - Streaming Replication

Primary:

wal_level = replica

# Maximum of 3 replicas

max_wal_senders = 3

# Wal log activated

wal_log_hints = on

# Get last timeline after a failover on recovery stage

recovery_target_timeline = 'latest'

synchronous_commit = remote_write

# in milliseconds; 0 disables it, If timeout will send error to client

wal_sender_timeout = 1000ms

synchronous_standby_names = 'FIRST 1 (*)'
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Replica:

standby_mode = 'on'

primary_conninfo = 'host=127.0.0.1 port=5432 user=user password=pass'

# In Streaming replication is recommended the use of slot to prevent data loss and

# conflict

primary_slot_name = 'slot'
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3.1.3 - Synchronisation

When a node fails due to network problems or a process failure, it is possible to perform a

failover managed by Pgpool (Section 3.2). However, PostgreSQL alone does not have the ability

to recover a downed node automatically. For this reason, it is crucial that nodes are managed

and monitored, either by a suitable middleware or through constant human supervision.

Replication slots are used to recover data from the last point in time where the replica left off

(Section 3.1.7). This method of data synchronisation is the best and most optimal for a system

that is recoverable since this way the primary will retain the information when the replica

node is down and will not delete it until the replica receives the lost data. It is possible not to

use this method and use automatic deletion of WAL writing, where it is possible to keep a

configured amount of old WAL segments by using wal_keep_size, or by storing the segments

in a file using archive_command or archive_library. However, these methods often result in

retaining more WAL segments than necessary and even deleting necessary data because the

limit has been exceeded and the fallen replica has not been recovered, whereas replication

slots retain only the number of segments known to be needed. On the other hand, replication

slots can retain as many WAL segments as fill the space allocated for pg_wal;

max_slot_wal_keep_size limits the size of WAL files retained by replication slots. The best

option is using replication slots with an indefinite max_slot_wal_keep_size.

To start synchronisation when doing a pg_basebackup and assigning the slot, create the

primary_conninfo configuration in postgresql.auto.conf and create the slot on the primary:

$ pg_basebackup -h ${PRIMARY_HOST} -p ${PRIMARY_PORT} -U ${REPLICA_USER}

-d "host=${PRIMARY_HOST} port=${PRIMARY_PORT} user=${REPLICA_USER}

dbname=${POSTGRES_DB} application_name=${BACKEND_NAME}"

-X stream -C -S replica$slot -v -R -w -D ${PGDATA}

For more details of pg_basebackup (Section 3.1.4.2)

Additionally, replication with slots can be created manually in a primary database with a SQL

sequence.

# Generate slot for one replica

psql -At -U $POSTGRES_USER -d $POSTGRES_DB -p $PRIMARY_HOST -h $PRIMARY_PORT -c "SELECT

* FROM pg_create_physical_replication_slot('slot_of_replica');"
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3.1.3.1 - Replication Method

Database replication in PostgreSQL can be achieved using several methods, each serving

different use cases and offering varying levels of complexity and control.

Shared Disk Failover

Shared disk failover avoids synchronisation overhead by having only one copy of the

database. It uses a single disk array that is shared by multiple servers. If the main

database server fails, the standby server is able to mount and start the database as though

it were recovering from a database crash. This allows rapid failover with no data loss.

Shared hardware functionality is common in network storage devices. Using a network

file system is also possible, though care must be taken that the file system has full POSIX

behaviour. One significant limitation of this method is that if the shared disk array fails

or becomes corrupt, the primary and standby servers are both nonfunctional. Another

issue is that the standby server should never access the shared storage while the primary

server is running.

File System (Block Device) Replication

A modified version of shared hardware functionality is file system replication, where all

changes to a file system are mirrored to a file system residing on another computer. The

only restriction is that the mirroring must be done in a way that ensures the standby

server has a consistent copy of the file system — specifically, writes to the standby must

be done in the same order as those on the primary. DRBD is a popular file system

replication solution for Linux.

Write-Ahead Log Shipping (Used in PgCloud)

Warm and hot standby servers can be kept current by reading a stream of write-ahead log

(WAL) records. If the main server fails, the standby contains almost all of the data of the

main server, and can be quickly made the new primary database server. This can be

synchronous or asynchronous and can only be done for the entire database server.

A standby server can be implemented using file-based log shipping or streaming

replication, or a combination of both.
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Logical Replication

Logical replication allows a database server to send a stream of data modifications to

another server. PostgreSQL logical replication constructs a stream of logical data

modifications from the WAL. Logical replication allows replication of data changes on a

per-table basis. In addition, a server that is publishing its own changes can also subscribe

to changes from another server, allowing data to flow in multiple directions. For more

information on logical replication. Through the logical decoding interface, third-party

extensions can also provide similar functionality.

Trigger-Based Primary-Standby Replication

A trigger-based replication setup typically funnels data modification queries to a

designated primary server. Operating on a per-table basis, the primary server sends data

changes (typically) asynchronously to the standby servers. Standby servers can answer

queries while the primary is running, and may allow some local data changes or write

activity. This form of replication is often used for offloading large analytical or data

warehouse queries.

Slony-I is an example of this type of replication, with per-table granularity, and support

for multiple standby servers. Because it updates the standby server asynchronously (in

batches), there is possible data loss during failover.

SQL-Based Replication Middleware

With SQL-based replication middleware, a program intercepts every SQL query and

sends it to one or all servers. Each server operates independently. Read-write queries

must be sent to all servers, so that every server receives any changes. But read-only

queries can be sent to just one server, allowing the read workload to be distributed

among them.

If queries are simply broadcast unmodified, functions like random(),

CURRENT_TIMESTAMP, and sequences can have different values on different servers.

This is because each server operates independently, and because SQL queries are

broadcast rather than actual data changes. If this is unacceptable, either the middleware

or the application must determine such values from a single source and then use those

values in write queries. Care must also be taken that all transactions either commit or

abort on all servers, perhaps using two-phase commit (PREPARE TRANSACTION and
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COMMIT PREPARED). Pgpool-II and Continuent Tungsten are examples of this type of

replication.

Asynchronous Multi Master Replication

For servers that are not regularly connected or have slow communication links, like

laptops or remote servers, keeping data consistent among servers is a challenge. Using

asynchronous multi master replication, each server works independently, and periodically

communicates with the other servers to identify conflicting transactions. The conflicts

can be resolved by users or conflict resolution rules. Bucardo is an example of this type of

replication.

Synchronous Multimaster Replication

In synchronous multi master replication, each server can accept write requests, and

modified data is transmitted from the original server to every other server before each

transaction commits. Heavy write activity can cause excessive locking and commit delays,

leading to poor performance. Read requests can be sent to any server. Some

implementations use a shared disk to reduce the communication overhead. Synchronous

multi master replication is best for mostly read workloads, though its big advantage is

that any server can accept write requests — there is no need to partition workloads

between primary and standby servers, and because the data changes are sent from one

server to another, there is no problem with non-deterministic functions like random().

PostgreSQL does not offer this type of replication, though PostgreSQL two-phase

commit (PREPARE TRANSACTION and COMMIT PREPARED) can be used to

implement this in application code or middleware.

As you can see, PgCloud uses the WAL shipping method and it will be the only method taught

in this wiki, File-based log shipping and streaming replication. Below is an explanation of the

data synchronisation process for both data shipping logics.

The steps that PostgreSQL will follow when a downed replica recovers, whether using

file-based log shipping or streaming replication, are similar. It is important to note that in

file-based log shipping, the process is asynchronous, so the primary server will start sending

the files without waiting for a response from the replica. The recovery steps are as follows:
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- Restart and Reconnect: When a downed replica recovers, the first thing it does is

restart its recovery process and reestablish the connection with the primary server. The

connection process is managed by the walreceiver process on the replica.

-

- Checking the Replica's State: The replica will ensure that its state is consistent with

the primary. To do this, the walreceiver process will communicate with the primary to

determine the last WAL log it has received and applied.

-

- Requesting Missing WALs: If the replica has been down for a period of time, it is likely

that it is missing some WALs. The replica requests from the primary server the WAL

files that were generated while the replica was down. These files contain the records of

all the transactions that occurred on the primary during its downtime.

The method of transmitting the WALs is different for the two submissions. See the

next section. (Section 3.1.3.2)

- Applying the WALs: Once the replica receives the necessary WAL files, it begins

applying them to bring its database up to date. This application process may involve

reading transaction logs and applying them in the order in which they were produced

to ensure consistency with the primary.

-

- Synchronisation and Commitment: After applying the WALs, the replica will verify

that its state is consistent with that of the primary. This includes checking that there

are no outstanding transactions or inconsistencies. Once verified, the replica sends a

confirmation to the primary indicating that it has recovered and applied the WALs up

to the most recent point.

The following steps do not apply to file-based.

- Resuming WAL Replay: The replica resumes continuous replay of WAL files from the

primary to stay in sync with ongoing transactions. This process is performed

continuously and automatically as long as the primary continues to generate new

WALs.
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- Error Monitoring and Recovery: During and after the recovery process, the replica and

primary monitor synchronisation for possible errors or delays. If problems are

detected, they will be automatically attempted to be resolved or alerts will be generated

for the administrator to review.

-

- Configuration Adjustments and Final Verification: Once the replica has been

successfully synchronised, it may be necessary to adjust the configuration or perform a

final verification to ensure that the replica is functioning correctly and that

performance is optimal. This may include adjustments to the recovery.conf settings or

replication parameters.

These steps allow the replica to become synchronised and operational again, ensuring

data consistency and minimising downtime during recovery. The efficiency and speed

of the recovery process depends on several factors, including the volume of

unsynchronized data and the performance of the network and hardware.

3.1.3.2 - Streaming Replication - How is information sent?

- Walsender process:

On the primary server, a process called walsender is responsible for sending WAL logs to the

replicas. This process is started when a replica connects to the primary to start streaming

replication.

- Walreceiver process:

On the replica, the walreceiver process is responsible for receiving the WAL logs sent by the

primary's walsender. The walreceiver connects to the walsender using a PostgreSQL protocol

connection (similar to a client connection).

- Data retrieval:

The replica sends its timeline and the slot that belongs to the primary, and the primary

triggers a walsender to start transmitting all the missing data over the PostgreSQL socket until

it is up to date. This process is automatic and no extra configuration is required. Its sending

efficiency is doubtful compared to WAL log shipping. It can be said that it is almost similar.
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- Communication Protocols:

WAL logs are transmitted using the PostgreSQL replication protocol, which is an extension of

the standard PostgreSQL client-server communication protocol. This communication is done

over TCP/IP sockets, providing a continuous and efficient connection.

- Acknowledgement and Data Flow:

The walreceiver process on the replica sends periodic acknowledgements of received and

applied WAL logs back to the walsender process on the primary. This helps the primary

manage the retention and archiving of WAL logs, knowing how far the replica is in sync.

3.1.3.3 - File-Based Log Shipping - How is information sent?

For this type of shipping, it is almost identical, but the target and channel for sending the

information is made by the programmer's specifications in the configuration file. Its sending

is done through an ssh that copies the WAL files once full to the replica machine, and the

replica applies them when it detects new files. To see this configuration in detail (Section

3.1.2.3).

In summary, in the file-based log shipping method, WAL files are transferred using file copy

tools such as rsync or scp. These files are archived on the primary and recovered on the replica

using configured restore commands. This method is more manual and may have more latency

compared to streaming replication, but it is useful in situations where real-time replication is

not necessary or possible.

3.1.3.4 - Synchronisation rule

To ensure data consistency, it is necessary to implement a synchronous replication system. In

the current system, synchronisation is applied to a single node with a FIRST rule. This

configuration ensures that transactions are committed only after receiving confirmation from

one of the designated standby servers.

In PostgreSQL, synchronous replication is configured using the synchronous_standby_names

parameter in the postgresql.conf file. To use the FIRST rule with a single node, you can follow

the example below:
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synchronous_standby_names = 'FIRST 1 (standby1, standby2, standby3)'

# Transaction confirmation level

synchronous_commit = 'remote_write'

# Timeout after a wal is sent

wal_sender_timeout = 1000ms

In this example, what it does is wait for an ACK from the standby1 replica to be able to give an

OK to the client that the operation (INSERT, UPDATE, DELETE type...) has been carried out

correctly. If the standby1 does not send an ACK and the timeout occurs, standby2 is taken into

account; if it has received the ACK from 2 while waiting for 1, it will give the OK, otherwise it

will start to call the timeout and so on.

A request is failed when no node has responded to the primary.

3.1.3.5 - Recovery of Data After a Failover

In a PostgreSQL cluster, during a failover event, the roles of the primary and replica nodes

shift, requiring a coordinated recovery process to maintain data integrity. When the primary

node fails, a failover is triggered, and one of the replica nodes is promoted to become the new

primary. The old primary, once it is brought back online, cannot immediately resume its

previous role due to the risk of data inconsistency. To address this, the old primary must either

be reconfigured as a replica or restored as a new primary, but only after ensuring its data is

synchronised with the new primary. Meanwhile, the replica that has been promoted to primary

will complete the failover process by applying any outstanding Write-Ahead Log (WAL) files,

ensuring it is fully up-to-date before switching to its new role as the primary database. The

other replicas in the cluster will then recognize this change and begin replicating from the

new primary instead of the old one.

A key tool in this recovery process is pg_rewind, which plays a crucial role in synchronising

the old primary with the new primary. pg_rewind works by identifying the point of divergence

in the WAL logs between the old and new primary nodes. It then rewinds the old primary’s

state by removing or overwriting any data that diverged after this point, effectively rolling

back any transactions that occurred post-divergence. This allows the old primary to catch up

with the new primary and safely rejoin the cluster as a replica. For pg_rewind to function, it

requires access to both the data directories and the WAL logs of the new primary. Once the
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old primary has been rewound, it can be set up as a replica, starting to stream the latest data

changes and eventually becoming fully synchronised with the new primary. This process

minimises downtime and ensures that the PostgreSQL cluster remains consistent and reliable

even after a failover event.

Let's walk through a practical example to illustrate how failover and recovery work in a

PostgreSQL cluster, including the use of pg_rewind.

Imagine you have a PostgreSQL cluster with one primary node, Node A, and two replicas,

Node B and Node C. Node A is handling all the write operations, while Node B and Node C

are continuously replicating the data from Node A.

- Scenario: Primary Node Failure

One day, Node A suddenly crashes due to a hardware failure. As a result, the cluster needs to

elect a new primary to ensure continued operation. The failover process begins, and Node B is

promoted to become the new primary. This promotion involves applying all the outstanding

WAL logs to make sure Node B has all the latest changes up until Node A's failure. Node B

then starts accepting write operations as the new primary.

- Recovering the Old Primary (Node A)

Later, Node A is repaired and brought back online. However, Node A’s data is now out of sync

with the current state of the cluster because during the time it was down, Node B (now the

new primary) has processed new transactions that Node A is unaware of.

At this point, Node A cannot simply rejoin the cluster as it is. It needs to be synchronised with

Node B. This is where pg_rewind comes into play.

- Using pg_rewind

To synchronise Node A with Node B, you would run pg_rewind on Node A. The process works

as follows:

1. Divergence Detection: pg_rewind first checks the WAL logs to find where Node A’s

and Node B’s data began to differ. This divergence likely occurred at the moment Node

A crashed.
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2. Rewinding Data: Once the divergence point is identified, pg_rewind removes or

modifies any data in Node A that was recorded after this point, effectively rolling back

Node A’s state to match the state of Node B at the time of the crash.

3. Reconfiguration: After pg_rewind completes its work, Node A’s data is now consistent

with the new primary, Node B. You can then configure Node A to act as a replica of

Node B. Node A will start replicating from Node B, catching up with any changes that

occurred after the failover.

- Final Cluster State

Now, Node A, which was the old primary, is operating as a replica, while Node B continues as

the primary. Node C remains a replica as well. The cluster is back to a fully operational state,

with all nodes synchronised and ready to handle any future failures.

In this example, pg_rewind was crucial in quickly bringing the old primary (Node A) back into

the cluster without the need for a full backup and restore, saving significant time and

minimising disruption.
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3.1.4 - Backup

Backup in PostgreSQL is a critical part of maintaining data integrity and ensuring recovery in

case of data loss or corruption. PostgreSQL offers several methods for creating backups, each

suited to different needs, ranging from simple logical backups to more complex physical

backups. File-Based log shipping is also a backup method.

- Logical Backup

Logical backups in PostgreSQL are created using the `pg_dump` and `pg_dumpall` utilities.

These tools produce a dump of the database schema and data, which can be stored in a script

file or an archive format.

1. pg_dump:

- This tool is used to back up a single PostgreSQL database. It creates a logical copy of

the database in a format that can be restored using the `psql` utility.

- The dump file can be in plain text (a SQL script), custom format, directory format, or

tar format.

- Logical backups created with pg_dump are useful for migrating databases, upgrading

PostgreSQL versions, or simply creating portable backups that can be restored on any

PostgreSQL instance.

2. pg_dumpall:

- Unlike pg_dump, pg_dumpall is used to back up all databases in a PostgreSQL cluster,

including global objects like users and roles.

- It produces a single script file that can be used to recreate the entire cluster.

Logical backups are convenient and portable but can be slower for large databases because

they involve exporting the entire database to a file.

- Physical Backup

Physical backups involve copying the actual files that PostgreSQL uses to store database data.

This can be done using various methods, including:

1. Base Backup with pg_basebackup:
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- Pg_basebackup (Section 3.1.4.2) is the most common way to create a physical backup of

a PostgreSQL database cluster.

- It creates a consistent snapshot of the database by copying the data files directly from

the file system.

- It can be combined with continuous WAL (Write-Ahead Logging) archiving to enable

point-in-time recovery (PITR).

- Base backups are typically stored alongside archived WAL files to allow for restoration

to any point in time after the base backup was taken.

2. Custom File System-Level Backup:

- This method involves manually copying the PostgreSQL data directory using tools like

rsync or tar.

- To ensure a consistent backup, the database should be stopped, or a backup label file

should be created using `pg_start_backup()` and `pg_stop_backup()` functions, which

can also be used for backing up a live server without stopping it.

Physical backups are generally faster and more efficient for large databases because they copy

the data directly, including indexes and other metadata. However, they are less portable and

usually need to be restored on a server with the same configuration as the original.

3.1.4.1 - WAL Archiving and Point-In-Time Recovery (PITR)

To complement physical backups, PostgreSQL supports WAL archiving. WAL files contain a

record of every change made to the database, and by archiving these logs, you can replay them

after restoring a base backup to bring the database to a specific point in time.

- WAL Archiving: Configuring WAL archiving involves setting the archive_mode and

archive_command parameters in postgresql.conf. The archive_command defines how WAL

files are copied to an archive location.

- Point-In-Time Recovery (PITR After restoring a base backup, you can use the archived WAL

files to roll forward the database to any point in time before an error or failure occurred. This

is done by restoring the base backup, configuring the recovery.conf file, and applying the WAL

logs.

Summary
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Backup in PostgreSQL can be done using logical or physical methods, depending on the

requirements. Logical backups (pg_dump and pg_dumpall) are great for portability and ease of

restoration but may be slower for large databases. Physical backups, especially using

pg_basebackup, are more efficient for large-scale data but require a more consistent

environment for restoration. To achieve granular recovery, such as to a specific point in time,

PostgreSQL uses WAL archiving in conjunction with physical backups. This comprehensive

approach ensures that data can be recovered reliably in various scenarios, from individual data

corruption to complete system failures.

3.1.4.2 - Pg_Basebackup Tool

pg_basebackup is a PostgreSQL tool used to create a full backup of a running database.

Internally, it performs a copy of all necessary files to restore the database to a consistent state.

When pg_basebackup is executed, it connects to the PostgreSQL server using a client

connection. The process begins by requesting the server to create a checkpoint, marking the

starting point for the backup in the write-ahead log (WAL) Section 3.1.2. This ensures that the

backup process is consistent from the outset.

Once the checkpoint is created, pg_basebackup starts copying all the files from the server's or

local data directory. This includes configuration files (such as postgresql.conf and

pg_hba.conf), data files for the tables, ongoing WAL files, and various system and catalogue

files necessary for the database's operation. Additionally, during the copy process,

pg_basebackup ensures that all WAL files generated while the backup is being taken are

included. This is typically managed using the -X option (e.g., -X stream), which streams the

necessary WAL segments to the backup, ensuring that the backup is consistent and can be

used for recovery. At the end of the copying process, pg_basebackup asks the server to finalise

the backup. A backup_label file is then created in the backup directory. This file contains

metadata about the backup, such as the start time, checkpoint ID, and the locations of the first

and last WAL files needed for recovery. These details are crucial for restoring the database

from the backup. The tool does not delete or modify any files on the source server. Instead, it

only copies the necessary files to the specified backup location. All files in the data directory

are copied as they are, ensuring that the backup is a complete and accurate snapshot of the

database at the time the backup was taken. However, pg_basebackup may exclude temporary

or intermediate files that are not required for recovery, such as files in pg_replslot or

pg_stat_tmp, depending on the options used.
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3.1.5 - Roles

In PostgreSQL, roles play a crucial part in managing the behaviour and responsibilities of each

node within a cluster. Depending on the role assigned to a node, it can perform different

functions, making it essential to understand the various roles available. Some of the common

roles in PostgreSQL include primary, replica, replicator, publisher, and subscriber.

3.1.5.1 - Primary node

The primary node is a well-known role within the streaming replication method in

PostgreSQL. This node is the main source of truth for data, responsible for storing the

Write-Ahead Logs (WALs). These WALs contain a sequential record of all changes made to the

database. The primary node sends these logs to all its replica nodes to ensure data consistency

across the cluster. It handles all the write operations, which are then streamed to replica nodes

in near real-time, allowing them to replicate the primary's data state.

The primary node ensures high availability and data durability, as it continuously ships the

WALs to its replicas. In case of a failure on the primary node, one of the replicas can be

promoted to the primary role to maintain service continuity.

3.1.5.2 - Replica node

The replica node is another critical role in PostgreSQL's replication setup. A replica node

receives WALs from the primary node and applies them to maintain an up-to-date copy of the

primary's data. Replica nodes are often used to distribute read loads, enhance performance,

and provide failover capabilities in case the primary node becomes unavailable.

Replica nodes operate in a read-only mode by default, meaning they do not accept direct write

operations from clients. Instead, all write requests are directed to the primary node, and the

changes are propagated to the replicas via WALs. In a high-availability setup, if the primary

node fails, a replica can be promoted to a primary role, ensuring continuous operation of the

database system.
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The replicator, unlike the replica, is used in File-log based replication where there is no

primary per se, but the replicator node obtains the data through rsync or scp to be able to

apply it later in its replica database.

3.1.5.3 - Publisher and Subscriber

Publisher and subscriber are roles used in PostgreSQL’s logical replication mechanism. Unlike

physical replication, which involves streaming WALs to create an exact binary copy of the

primary node’s data, logical replication allows more granular control over what data is

replicated and how it is applied.

● Publisher: This role is assigned to the node that produces and provides the changes to

be replicated. A publisher defines a set of tables whose data changes are to be

replicated. It sends these changes to the subscriber nodes in the form of logical

changesets, rather than raw WALs. This makes it possible to replicate specific parts of

a database, rather than the whole database.

● Subscriber: This role is assigned to the node that consumes changes from a publisher.

A subscriber connects to the publisher to receive data changes and applies them

locally. This allows for flexible replication setups, including selective replication of

tables, consolidating data from multiple publishers into one subscriber, or even

replicating data across different PostgreSQL versions.

Logical replication using the publisher and subscriber roles is useful for scenarios where

different parts of a database need to be synchronised, data needs to be shared between

different databases, or when upgrading PostgreSQL versions without downtime.

Each role in PostgreSQL serves a distinct purpose, and understanding these roles is essential

for setting up a reliable, high-performance, and scalable database environment.
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3.1.6 - MultiNodes

This section explains some relevant information for creating multiple instances of Postgres or

PgPool on the same machine without them colliding with each other. It should be noted that

the ports cannot coincide, so it is important to modify the corresponding value in the

configurations for each container.

For Postgres change the to a usable port number.

listen_addresses = '*'

# comma-separated list of addresses;

# defaults to 'localhost'; use '*' for all

# (change requires restart)

#port = 5432 # (change requires restart)

Additionally, you can modify the port using environment variables that postgres will use, in

this case PGPORT. And remember when launching containers change the volume name for

each instance.

# Instance 1

$ docker run -d \

--name pgcdb1 \

-e POSTGRES_PASSWORD=p_pgcloud \

-e POSTGRES_USER=u_pgcloud \

-e PGDATA=/opt/pgdata \

-e PGPORT=5432 \

-e POSTGRES_DB=db_pgcloud \

-v pgcdata1:/opt/pgdata \

postgres

# Instance 2

$ docker run -d \

--name pgcdb2 \

-e POSTGRES_PASSWORD=p_pgcloud \

-e POSTGRES_USER=u_pgcloud \

-e PGDATA=/opt/pgdata \

-e PGPORT=5433 \

-e POSTGRES_DB=db_pgcloud \

-v pgcdata2:/opt/pgdata \

postgres
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3.1.7 - Replication slot

Replication slots are a crucial mechanism in PostgreSQL for streaming replication that ensure

reliable and consistent replication, particularly in environments where replicas may

temporarily go offline or fall behind in applying changes. By maintaining a replication slot on

the primary server, PostgreSQL can manage WAL (Write-Ahead Log) retention and replication

status tracking, helping to prevent data loss and ensuring replicas can catch up when they

reconnect.

Key Features of Replication Slots

1. Preserving WAL Files:

Replication slots help the primary server manage the retention of WAL files, which are

essential for replication. In a typical replication scenario, once all replicas have

acknowledged that they have applied a WAL file, the primary server deletes it to save

disk space. However, if a replica is offline or lagging behind, it might not be able to

acknowledge receipt of the WAL files in real-time. Without a replication slot, these

WAL files could be prematurely deleted, causing the replica to lose data when it comes

back online.

2. How Replication Slots Work:

○ Creation: When a replication slot is created on the primary server, it is given a

unique name and is associated with a specific amount of reserved disk space to

store WAL files.

○ Retention: The primary server uses this slot to retain WAL files until they are

confirmed as applied by the replica associated with the slot. Even if the replica

is offline or unable to keep up with the rate of changes, the primary server

continues to retain the necessary WAL files in the replication slot.

○ Catch-Up: When the replica reconnects after being offline, it retrieves the

WAL files stored in the slot to catch up with the changes made on the primary.

This ensures data consistency and prevents any data loss.
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3. Monitoring Replica Lag:

Replication slots also enable the primary server to monitor the lag of each replica. By

tracking how many WAL files are retained in a slot and how far behind the replica is,

the primary can assess the synchronisation status of its replicas. This monitoring is

essential for maintaining data integrity and identifying potential issues with

replication performance.

4. Automatic Cleanup:

PostgreSQL manages the disk space reserved for WAL files in replication slots by

automatically retaining only the WAL files that have not yet been applied by the

replicas. Once a replica catches up and confirms it has applied certain WAL files,

PostgreSQL will automatically remove those files from the replication slot, freeing up

space.

5. Safety Against Replication Failures:

If a replica is down for an extended period and the primary server keeps accumulating

WAL files in the replication slot, the disk space might eventually run out. In such

cases, administrators must either increase disk space, remove old replication slots that

are no longer needed, or resolve the replica's connectivity issues. However, the

replication slot mechanism ensures that no WAL files needed for replicas are lost,

providing a safeguard against replication failures.

Additional Considerations

● Logical vs. Physical Replication Slots:

PostgreSQL supports both logical and physical replication slots. Physical replication

slots are used for streaming physical changes (binary-level changes) to replicas, while

logical replication slots are used for logical replication, which allows selective

replication of specific tables or databases and supports replication across different

PostgreSQL versions.
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● Impact on Performance:

While replication slots are vital for ensuring data consistency and reliability, they can

impact performance if not managed properly. If a replica is offline for a prolonged

period, the primary may accumulate a significant amount of WAL files, which could

lead to increased disk usage and potentially degrade the performance of the primary

server.

● Failover and Slots:

In a high-availability setup, when a failover occurs and a replica is promoted to become

the new primary, replication slots need to be recreated or managed accordingly. This is

because replication slots are tied to the original primary node, and a new primary will

not automatically have these slots unless explicitly configured.

Replication slots are a powerful feature in PostgreSQL that help manage and ensure the

integrity of data replication across nodes. By preserving WAL files and monitoring replication

lag, replication slots prevent data loss and facilitate seamless synchronisation of replicas, even

when they experience temporary outages or lag behind. Proper management of replication

slots is crucial for maintaining a healthy and performant PostgreSQL environment, especially

in high-availability or disaster recovery scenarios.
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3.2 - Load Balance Layer

The main process of the load balancing layer is managed by PgPool, which facilitates the

efficient distribution of connections and statement execution across all available nodes in the

system. This layer is crucial for optimising performance and preventing resource saturation,

such as network bandwidth, memory, and processing cores. PgPool not only balances the load

of incoming requests but also monitors the health of the nodes, ensuring that traffic is routed

only to those that are available and functioning properly. This maximises resource utilisation

and guarantees a high level of availability and stability in the system.

In addition, PgPool offers extra features such as connection pooling, which reduces the

overhead caused by the constant creation and termination of connections, and query

replication, allowing a query to be executed simultaneously on multiple nodes to improve read

performance. With all these capabilities, PgPool becomes a key component in ensuring

scalability and efficient management of distributed databases in high-demand environments.

We recommend you a lot to read the online official PgPool documentation, which it includes

many well explained information: https://www.pgpool.net/docs/latest/en/html/

3.2.1 - Configuration

The configuration of PgPool can be splitted into 3 main parts, general part, postgres cluster

part and pgpool cluster part.

3.2.1.1 - General Configuration

PgPool requires general configuration to function effectively as a load balancing layer, not only

because it operates as a proxy or middleware for PostgreSQL, but also to optimise its

performance. Proper configuration ensures efficient resource management, query distribution,

and system reliability.

When setting up multiple PgPool nodes to form a PgPool cluster (commonly known as a

Watchdog cluster, as detailed in Section 3.2.6), additional configuration is needed. This setup

enables high availability, fault tolerance, and continuous service, ensuring that if one PgPool

node fails, others can take over seamlessly, preventing downtime and maintaining the integrity

of the database system.
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The Watchdog component is particularly important because it monitors the health of each

PgPool node and facilitates failover and recovery. Therefore, fine-tuning the PgPool

configuration not only improves performance but also enhances the robustness and resilience

of the entire PostgreSQL infrastructure.

This should be the configuration for every node, all the configuration can be find in

/etc/pgpool2/pgpool.conf or /etc/pgpool-II/pgpool.conf:

# pgpool.conf

listen_addresses = '*'

port = 5434 # By default it is 9999

# Load balancing, when active it will distribute the load by statements

load_balance_mode = on

# Connection Pooling

# You can find more information in Section 3.2.7

num_init_children = 500

max_pool = 2

health_check_period = 10

health_check_timeout = 20

# You can find more information in Section 3.2.4

failover_command = '/usr/local/bin/failover.sh %d %P %h %H'

# When enabled PgPool will failback and attach the node to the system auto

auto_failback = on

auto_failback_interval = 5

# To check streaming replication of postgres in every node

sr_check_period = 3

sr_check_user = 'sr_pgcloud'

sr_check_password = 'p_pgcloud'

sr_check_database = 'db_pgcloud'

# Write some ip from a non-diedable server, can be private or public

trusted_servers = '10.0.0.1,10.0.0.2'

Go to Section 3.2.7 If you want to know more about how to set the values of max_pool and

num_init_children. And you can find more in:

https://www.pgpool.net/docs/43/en/html/runtime-config-connection-pooling.html

Go to Section 3.2.4 To find how the failover and failback works.

45

https://www.pgpool.net/docs/43/en/html/runtime-config-connection-pooling.html


3.2.1.2 - Backend Configuration

For each PostgreSQL node, you need to configure it in the pgpool.conf file. If one of the nodes

is not properly configured in this file, the system will not consider it as part of the replication

cluster.

Example of a PostgreSQL Node Configuration in pgpool.conf

In the pgpool.conf file, each backend (PostgreSQL node) must be explicitly defined. The

following is an example of how to configure two nodes in the pgpool.conf file:

# Backend 0 (Primary node) Zero always is going to be primary

backend_hostname0 = '10.0.0.1' # IP address or hostname of the primary node

backend_port0 = 5432 # PostgreSQL port number for this node

backend_weight0 = 1 # Weight for load balancing

backend_flag0 = 'ALLOW_TO_FAILOVER' # This flag determines if failover is allowed for

this node

# Backend 1 (Replica node)

backend_hostname1 = '10.0.0.2' # IP address or hostname of the replica node

backend_port1 = 5432 # PostgreSQL port number for this node

backend_weight1 = 1 # Weight for load balancing

backend_flag1 = 'ALLOW_TO_FAILOVER' # This flag allows failover for this replica node

Explanation of Configuration Parameters:

1. backend_hostnameX: This specifies the IP address or hostname of the PostgreSQL

node. Each node (backend) needs a unique identifier (X), starting from 0 for the

primary node and incrementing for each additional node (e.g., backend_hostname0,

backend_hostname1).

○ Example: backend_hostname0 = '10.0.0.1'

Here, the primary PostgreSQL node has the IP address 10.0.0.1 from private ip

range.

2. backend_portX: This defines the port number on which the PostgreSQL server is

listening. The default port for PostgreSQL is 5432, but this can be customised

depending on your setup.

○ Example: backend_port0 = 5432

The primary node in this configuration listens on port 5432.
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3. backend_weightX: The weight determines how much traffic or load is directed to this

particular node during load balancing. Nodes with higher weights will receive more

queries.

○ Example: backend_weight0 = 1, backend_weight1 = 1

In this setup, both the primary and replica nodes have equal weights, meaning

they will share the load equally.

4. backend_flagX: This setting controls specific behaviour for the node. The most

common value is 'ALLOW_TO_FAILOVER', which enables automatic failover if the

node becomes unavailable. There are other possible values, but this is the standard

configuration for high availability setups.

○ Example: backend_flag0 = 'ALLOW_TO_FAILOVER'

This allows the system to fail over to another node if this one fails.

Key Points to Remember:

1. Node Identification: Each node is identified by a number (e.g., backend_hostname0 for

the primary, backend_hostname1 for the first replica). The numbering must be

continuous and consistent for all configuration parameters (backend_portX,

backend_weightX, etc.).

2. Replication and Failover: If any node is not configured correctly in pgpool.conf, that

node will not be considered part of the replication cluster, and the system won’t fail

over to it in the event of a failure. It’s crucial to ensure that all active nodes are

included in this configuration file.

3. Weighting and Load Balancing: By adjusting the backend_weightX, you can control

how much traffic each node handles. For example, you might want to assign more load

to a higher-performance server by giving it a higher weight.
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3.2.1.3 - Watchdog Configuration

Watchdog is a feature in Pgpool-II that provides high availability by monitoring Pgpool

instances and ensuring that, in the event of a failure of the primary Pgpool node, another node

will take over. This feature is essential in preventing single points of failure and maintaining a

high-availability system. (Section 3.2.6)

Here’s a detailed explanation of how to configure Watchdog in the pgpool.conf file, along with

examples and explanations of the parameters involved.

# Enable watchdog, do not enabled it if you only use one pgpool

use_watchdog = on

# Delegate and VIP to a pgpool, pgcloud are not going to use it. This system allow

multiple operation between different pgpools

delegate_ip = '192.168.100.50'

# As same as postgres servers

hostname0 = '10.0.0.3'

wd_port0 = 9000

pgpool_port0 = 5434

hostname1 = '10.0.0.4'

wd_port1 = 9000

pgpool_port1 = 5434

# To check the pgpool alive status

wd_lifecheck_method = 'heartbeat'

wd_interval = 3

# As same as postgres and watchdog

heartbeat_hostname0 = '10.0.0.3'

heartbeat_port0 = 9694

heartbeat_device0 = ''

heartbeat_hostname1 = '10.0.0.4'

heartbeat_port1 = 9694

heartbeat_device1 = ''

wd_heartbeat_keepalive = 2

wd_heartbeat_deadtime = 30

As you can see the configuration of PgPool cluster is the same as Postgres cluster, but now the

problem is PgPool how will it know which watchdog configuration to use.
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Pgpool-II 4.1 or earlier, because it is required to specify its own pgpool node information and

the destination pgpool nodes information, the settings are different per pgpool node (Section

3.2.6.4). Since Pgpool-II 4.2, all configuration parameters are identical on all hosts. If a

watchdog feature is enabled, to distinguish which host is which, a pgpool_node_id file is

required. You need to create a pgpool_node_id file and specify the pgpool (watchdog) node

number (e.g. 0, 1, 2 ...) to identify the pgpool (watchdog) host.

If you have 3 pgpool nodes with hostname server1, server2 and server3, create the

pgpool_node_id file on each host as follows. When installing Pgpool-II using RPM,

pgpool.confis installed under /etc/pgpool-II/.

server1

[server1]# cat /etc/pgpool-II/pgpool_node_id

0

server2

[server2]# cat /etc/pgpool-II/pgpool_node_id

1

●

server3 and more …

[server3]# cat /etc/pgpool-II/pgpool_node_id

2

And also if you configure Virtual IP, you must specify how to up or down the IP link

if_up_cmd = '/usr/bin/sudo /sbin/ip addr add $_IP_$/24 dev enp0s8 label enp0s8:0'

if_down_cmd = '/usr/bin/sudo /sbin/ip addr del $_IP_$/24 dev enp0s8'

arping_cmd = '/usr/bin/sudo /usr/sbin/arping -U $_IP_$ -w 1 -I enp0s8'
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3.2.2 - PgPool PCP

PgPool-II's PCP (PgPool Control Protocol) is a management tool used to interact with

PgPool-II, a middleware that sits between PostgreSQL clients and PostgreSQL servers.

PgPool-II provides several features like connection pooling, load balancing, and replication.

PCP, in particular, is a utility to manage and monitor PgPool-II's internal state and

configurations. It allows system administrators to perform certain tasks, such as attaching or

detaching PostgreSQL nodes from the cluster, checking the health of nodes, or viewing

connection statistics.

3.2.2.1 - What is PCP Used For?

PCP provides a command-line interface (CLI) and a protocol to manage PgPool-II remotely. It

is primarily used for tasks such as:

1. Managing Nodes: Add, remove, or list the status of PostgreSQL backend nodes that

PgPool-II is managing.

2. Health Checks: Check the health and status of PostgreSQL servers, allowing you to

identify failed nodes and take corrective action.

3. Connection Management: View or terminate backend connections or pool sessions.

4. Failover/Recovery: Trigger failover or recovery mechanisms to ensure high availability.

5. System Monitoring: Retrieve statistics on connections, session information, and other

monitoring data from the PgPool-II process.

3.2.2.2 - How PCP Works

PCP communicates with the PgPool-II process over a TCP/IP connection using a specified

port. It allows administrators to run commands from a different machine or over the network.

There are two primary ways to interact with PCP:

1. PCP Command-Line Utilities: PgPool-II provides a set of utilities that allow you to

issue PCP commands from the terminal.

2. PCP Client Library: For more programmatic use, there’s a C-based client library that

allows you to integrate PCP commands into scripts or custom applications.
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3.2.2.3 - How to Use PCP

3.2.2.3.1. Configuration

To use PCP, it needs to be enabled in your PgPool-II configuration (pgpool.conf). You have to

configure:

● PCP port (pcp_port): This is the port number PgPool-II will listen on for PCP

commands.

● PCP socket directory: Location where the PCP socket will be created.

● PCP users and passwords: Configured in pcp.conf. These are the credentials used for

authentication when issuing PCP commands.

# pgpool.conf

pcp_port = 9898

And configure pcp.conf

u_pgcloud:md5_password_hash

You can hash your password with the command pg_md5 offered by PgPool. More info:

https://www.pgpool.net/docs/latest/en/html/pg-md5.html

3.2.2.3.2. Using PCP Command Line Tools

There are several PCP commands that are useful for managing PgPool-II. Some of the

common ones are:

pcp_node_info: Retrieve information about a specific PostgreSQL backend node.

pcp_node_info -h localhost -U u_pgcloud -n 0 -p 9898

- This command retrieves the status of node 0.
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pcp_attach_node: Attach a PostgreSQL backend node that was previously detached.

pcp_attach_node -h localhost -U u_pgcloud -n 0 -p 9898

- This attaches node 0 to PgPool-II.

pcp_detach_node: Detach a backend node, marking it as inactive.

pcp_detach_node -h localhost -U u_pgcloud -n 0 -p 9898

- This detaches node 0.

pcp_stop_pgpool: Stop the PgPool-II service gracefully or forcefully.

pcp_stop_pgpool -h localhost -U u_pgcloud -m fast -p 9898

- This will stop PgPool-II using the "fast" shutdown mode.

​​

3.2.3 - Health Check

PgPool-II's health check is a crucial feature designed to continuously monitor the status and

availability of PostgreSQL backend nodes. The health check feature ensures that PgPool-II

can detect if a node becomes unresponsive or fails and then take appropriate actions, such as

removing the failed node from the pool of available nodes, thus ensuring that traffic is routed

only to healthy nodes.

PgPool-II periodically sends a simple query (usually a SELECT 1) to each PostgreSQL backend

node. This is a lightweight query used to verify that the database server is online and

functioning. If the node responds successfully, it is marked as healthy and remains in the pool

of available nodes. If the node fails to respond within a defined timeout period or returns an
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error, PgPool-II will mark the node as "down" and take further actions like failover or

detaching the node from the cluster.

Health checks are customizable via several parameters in the pgpool.conf file. Some important

configuration options include:

- health_check_period: Specifies the time interval (in seconds) between two health check

requests to a node. If set to 0, health checking is disabled.

health_check_period = 30 # Health check every 30 seconds

- health_check_timeout: Sets the time (in seconds) that PgPool-II waits for a response from a

node before considering it unresponsive.

health_check_timeout = 20 # 20 seconds to wait for response

- health_check_user: The PostgreSQL user that PgPool-II uses to perform health checks. This

user needs to have minimal read permissions to execute the health check query.

health_check_user = 'u_pgcloud'

- health_check_password: Password for the health_check_user.

health_check_password = 'p_pgcloud'

- health_check_database: The database used for the health check query. It could be any small

database that exists on all nodes.

health_check_database = 'db_pgcloud'

- health_check_max_retries: Number of consecutive failed health checks after which

PgPool-II will consider a node down and remove it from the pool.

health_check_max_retries = 3

- health_check_retry_delay: The delay (in seconds) between retry attempts after a failed health

check.

health_check_retry_delay = 5 # Retry health check every 5 seconds after a failure
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Health Check Process

1. Health Check Query: At each health check interval (health_check_period), PgPool-II

sends a simple query (like SELECT 1) to each PostgreSQL node using the

health_check_user credentials.

2. Response Validation: PgPool-II waits for the node to respond within the

health_check_timeout period. If the node responds correctly, it is considered healthy.

3. Failure Detection: If a node fails to respond or returns an error (e.g., due to a network

failure, system crash, or database service being down), PgPool-II retries the check up to

health_check_max_retries times with delays of health_check_retry_delay seconds

between each attempt.

4. Node Removal: If the node fails the health check continuously for the number of

retries specified, PgPool-II marks the node as down and removes it from the pool of

available backend nodes. This ensures that no further queries are sent to the failed

node.

5. Failover: If PgPool-II is configured for automatic failover, the failed node’s workload

can be shifted to a standby node.

What Happens After a Node is Marked as Down?

When a node fails the health check and is marked as down, PgPool-II takes action to ensure

the continued availability of the service:

● Connection Redirection: Client connections are routed to the remaining healthy

nodes.

● Failover: If failover is enabled, PgPool-II may promote a standby node to become the

primary node to replace the failed primary node.

● Recovery: Once the failed node is repaired or becomes available again, it can be

reattached to the cluster using PgPool-II’s pcp_attach_node command, or PgPool-II

may automatically detect that the node is back online (if configured).
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3.2.4 - Failover and Failback

Failover and Failback are two ways or mechanisms in PgPool-II to recover a lost node,

designed to ensure high availability and disaster recovery in PostgreSQL clusters. These

processes manage what happens when a database node fails and how to bring it back online

once it's repaired or restored.

3.2.4.1 - Failover

Failover refers to the automatic or manual process by which PgPool-II shifts database

operations from a failed primary node to a healthy standby node. This ensures that database

services remain available despite node failures.

How Failover Works

1. Node Failure Detection: PgPool-II uses health checks to continuously monitor the

status of PostgreSQL nodes. If a primary node (master) fails or becomes unresponsive,

PgPool-II detects this via the health check process.

2. Failover Trigger: When PgPool-II determines that the primary node has failed, the

failover process is initiated. PgPool-II can be configured to trigger failover

automatically, or it can be done manually by an administrator.

3. Promoting a Standby Node: PgPool-II promotes one of the standby nodes (replicas) to

become the new primary (master) node. This process usually involves:

○ Executing a promotion command that promotes the standby to primary using

PostgreSQL's pg_ctl promote or similar mechanisms.

○ Redirecting client read/write queries to the newly promoted primary.

4. Client Connection Management: PgPool-II updates its internal configuration to route

client connections to the new primary node. For applications using PgPool-II, this

failover is generally transparent, ensuring continued operation with minimal

disruption.

5. Notification: PgPool-II can notify administrators about the failover event via email or

logs, allowing them to take further actions if necessary.

55



Example Failover Configuration in pgpool.conf

In pgpool.conf, several settings control failover behaviour:

- failover_command: Defines the command to execute during a failover. This command is

responsible for promoting a standby node to the primary role.

failover_command = '/usr/local/bin/failover.sh %d %H %P %R'

○ %d: The node ID of the failed node.

○ %H: The hostname of the failed node.

○ %P: The path of the PgPool-II configuration file.

○ %R: The ID of the standby node that will be promoted.

- failover_on_backend_error: Determines whether PgPool-II should automatically trigger

failover when a backend node (i.e., primary or standby) fails.

failover_on_backend_error = on

- enable_pool_hba: If you want to control connections with client-side failover, this can be

combined with authentication controls like pg_hba.conf.

Failover Use Case

Imagine a scenario where a primary PostgreSQL node (node0) suddenly crashes:

● PgPool-II detects the failure through a health check.

● PgPool-II triggers the failover process, promoting a standby node (node1) to the new

primary role.

● Client applications continue to send queries through PgPool-II, which now routes

them to node1.

● The database remains available with minimal downtime, thanks to automatic failover.

Example of failover script.
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This is an example following '/usr/local/bin/failover.sh %d %H %P %R' :

#!/bin/bash

# Failover parameters passed from PgPool-II

FAILED_NODE_ID=$1

FAILED_NODE_HOST=$2

NEW_PRIMARY_HOST=$3

NEW_PRIMARY_PORT=$4

echod() {

echo "$1" >> ./failover.log

}

# Log the failover event

echod "Failover triggered due to failure of node $FAILED_NODE_ID ($FAILED_NODE_HOST)"

# Promote the standby node to primary

echod "Promoting new primary node: $NEW_PRIMARY_HOST:$NEW_PRIMARY_PORT"

ssh ssh_user@$NEW_PRIMARY_HOST "pg_ctl promote -D /var/lib/postgresql/data"

# Log success or failure

if [ $? -eq 0 ]; then

echod "Node $NEW_PRIMARY_HOST successfully promoted to primary."

else

echod "Failed to promote node $NEW_PRIMARY_HOST to primary."

exit 1

fi

exit 0

57



3.2.4.2 - Failback

Failback refers to the process of restoring a previously failed node to the cluster and resuming

its original role, typically as a standby node. In some cases, the failed node may need to be

brought back as the primary node, depending on the configuration.

How Failback Works

1. Node Restoration: After the failed node is repaired or restarted, it must be

re-synchronized with the current primary node. This usually involves catching up with

any missing transaction logs (WAL files) and becoming a replica again.

2. Reintegration into the Cluster: Once the node is back online and synchronised, it can

be re-added to the pool of available nodes by PgPool-II. This can be done manually

using the PCP tool (pcp_attach_node), or automatically if PgPool-II is configured for

auto-recovery.

3. Optional Role Reversal: In some scenarios, administrators may prefer to return the

original node to its primary role (failback). This requires promoting the previously

failed node back to primary status and demoting the current primary to a standby

node. However, this is usually a manual process to avoid frequent switching.
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3.2.5 - Replication Delay

Replication delay in a PostgreSQL replication setup refers to the time difference between

when a transaction is committed on the primary node and when it is applied on the replica

node(s). This delay can happen for various reasons such as network latency, the workload on

the replica, or hardware limitations.

3.2.5.1 How PgPool Detects Replication Delay

PgPool-II, when used in conjunction with a PostgreSQL replication setup, has mechanisms to

monitor replication delay. It does this by using a feature called pg_stat_replication on the

primary node, which provides information about the replication lag of each standby. PgPool

queries this PostgreSQL system view to track replication lag by comparing the transaction log

positions (lsn, or Log Sequence Number) between the primary and each replica.

Key parameters in PgPool related to replication delay detection include:

- health_check_replication_delay: This option checks the replication delay for the

backends periodically.

- replication_mode: PgPool-II can operate in replication mode to send read queries to

replicas.

- delay_threshold: This setting allows you to specify the maximum allowed replication

delay (in bytes or time). If the delay exceeds this threshold, PgPool can mark the node

as unsuitable for query routing.

What Happens When a Node Has a High Replication Delay?

If a replica node exhibits a significant replication delay, PgPool has mechanisms to handle it

depending on configuration settings:

1. Query Routing Behaviour:

- If a replica's replication delay exceeds the defined threshold (delay_threshold), PgPool

can stop sending read queries to that replica. This ensures that stale data is not served

to clients.

- In a scenario where the delay threshold is not configured or is set to a very high value,

PgPool might continue routing read queries to the delayed node, risking inconsistent

query results.
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2. Failover Handling:

- If the delay becomes critical or the node becomes unreachable, PgPool may initiate a

failover event, promoting another node if necessary (depending on how the failover

mechanism is configured).

- If the node is still reachable but severely delayed, PgPool might log warnings and stop

sending traffic to that node until its delay drops below the threshold.

3. Load Balancing:

- PgPool-II uses its load balancing feature to distribute read queries across replicas.

However, when a node is delayed, PgPool can exclude that node from the load

balancing pool. This prevents the load balancer from sending queries to a node that is

lagging behind the primary.

- Write queries, which must always go to the primary node, are not affected by

replication delay directly but can lead to higher delays on the replicas if the primary is

heavily loaded.

3.2.5.2 - Configuring PgPool for Replication Delay Management

To ensure PgPool handles replication delay appropriately, it's important to configure the

following settings:

1. delay_threshold: This specifies the maximum replication delay allowed before PgPool stops

routing queries to the delayed replica. It can be configured in either bytes or time.

2. check_replication_time_interval: This parameter controls how often PgPool checks the

replication delay of backends.

3. failover_on_backend_error: Determines if PgPool should trigger a failover when replication

delay or other errors occur on a backend node.

By using these configurations, PgPool can effectively manage replication delay and ensure that

queries are routed to up-to-date replicas, maintaining data consistency and reliability.
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3.2.6 - Watchdog

The Watchdog feature of PgPool-II is designed to enhance the high availability (HA) of

PostgreSQL clusters by managing multiple PgPool-II instances. It monitors the health of

PgPool-II nodes and automatically handles failovers, ensuring that the database cluster can

recover from node failures without manual intervention.

3.2.6.1 - History of PgPool Watchdog

The Watchdog feature was introduced in PgPool-II to address the limitations of single-node

deployments. Earlier versions of PgPool-II only supported failover at the database node level

(such as promoting a standby to primary), but this setup had a single point of failure in PgPool

itself. To resolve this, Watchdog was introduced to provide failover and HA for PgPool-II

itself. This means that if one PgPool-II instance fails, another PgPool-II instance can take

over, ensuring continuous operation of the cluster.

3.2.6.2 - Functionality and How Watchdog Works

The Watchdog feature allows multiple PgPool-II instances to work together in a cluster,

ensuring failover at both the database and PgPool levels. Here's how Watchdog achieves high

availability:

1. PgPool-II Clustering:

Watchdog forms a PgPool-II cluster by coordinating multiple PgPool-II nodes. These nodes

communicate with each other and ensure that only one node is active (called the Leader) at any

given time, which handles the client requests. The remaining nodes are in a Standby state and

are ready to take over if the leader fails.

2. Health Monitoring:

Each PgPool-II node monitors the health of the other PgPool-II nodes and the database

backends. If the leader node or a database node becomes unresponsive or fails, the Watchdog

triggers a failover event.

3. Leader Election:

Watchdog employs a consensus-based leader election mechanism, ensuring that when the

current leader PgPool-II instance fails, a new leader is elected automatically. This leader

manages failover decisions, health checks, and query routing.
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4. Failover and Failback:

- Failover: When Watchdog detects a failure in a PgPool-II node (e.g., the leader), it

automatically promotes a standby node to be the new leader.

- Failback: When the failed node recovers, it rejoins the cluster, but only as a standby

unless the new leader fails.

5. Split-Brain Avoidance:

In a multi-node system, there’s a risk that a network partition or connectivity issue might

lead to a "split-brain" situation, where two PgPool-II nodes incorrectly think they are both

leaders. Watchdog uses quorum-based decision making and external entities like a Virtual IP

(VIP) and shared communication interfaces to avoid this situation. Only one leader node

controls the VIP, preventing split-brain scenarios.

3.2.6.3 - Key Features of PgPool Watchdog

1. Virtual IP (VIP):

Watchdog supports the use of a Virtual IP address. The VIP is always assigned to the leader

node, and client applications connect to the PgPool-II cluster via this IP. When a leader node

fails, the VIP is moved to the newly promoted leader node, ensuring seamless client

connectivity.

2. LifeCheck:

Watchdog uses the LifeCheck feature to monitor the health of PgPool-II nodes. It can

perform checks such as pinging other nodes to verify that they are reachable. If a node

becomes unresponsive, Watchdog removes it from the cluster.

3. Arbitration and Quorum:

Watchdog uses a quorum mechanism to make decisions regarding failover and leader

election. This avoids the problem of nodes independently taking actions that might conflict

with the overall cluster’s state.
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4. Integration with Failover Scripts:

Watchdog can integrate with custom failover scripts, allowing you to define specific actions

that should be performed during failover, such as notifying admins or integrating with

external systems.

5. Database Health Checks:

Watchdog can check the health of the PostgreSQL backend nodes and trigger failovers when

necessary. If the primary node goes down, PgPool-II can promote a standby to primary.

3.2.6.4 - Setting Up PgPool-II Watchdog (Alternative method)

The configuration below can only be used for Pgpool-II version 4.1 or earlier. For later version,

please visit Section 3.2.1.3

To set up PgPool-II with Watchdog, you need to configure multiple PgPool-II instances to

communicate and coordinate with each other. Here is a high-level overview of how to

configure Watchdog:

In each PgPool-II node, you need to enable and configure the Watchdog settings in the

pgpool.conf file.

Here are key parameters to set up:

# Enable watchdog

use_watchdog = on

# Define the VIP address to be used by the leader

delegate_IP = '192.168.1.100' # Virtual IP address shared by PgPool-II nodes

# Heartbeat communication settings

heartbeat_destination0 = '192.168.1.101' # Address of node 1

heartbeat_destination1 = '192.168.1.102' # Address of node 2

# Watchdog communication settings

wd_hostname = 'pgpool-node1' # Hostname of this PgPool-II node

wd_port = 9000 # Port for Watchdog communication

# Other Watchdog nodes in the cluster

other_pgpool_hostname0 = 'pgpool-node2'

other_pgpool_port0 = 9000
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2.2.6.5 - Virtual IP Configuration

For the VIP setup, you can configure your system's network interface settings to allow the

leader PgPool-II node to claim the VIP. Watchdog will automatically manage this IP address

during failover. In most cases, you’ll need to configure this in the pgpool.conf file and ensure

that you have root or sudo access for the PgPool process to manage the VIP.

2.2.6.6 - Starting the PgPool-II Cluster

Once all PgPool-II nodes are configured with Watchdog, start the PgPool-II service on each

node. The nodes will automatically elect a leader, and the VIP will be assigned to that node.

2.2.6.6.1 - Watchdog Failover Flow

Here’s how a typical failover scenario works with Watchdog:

1. Primary PgPool-II Failure: If the leader PgPool-II node fails, Watchdog automatically

detects the failure using its LifeCheck mechanism.

2. Leader Election: Watchdog triggers a leader election among the remaining PgPool-II

nodes, and the new leader takes control.

3. VIP Assignment: The Virtual IP (VIP) is moved to the newly elected leader node,

ensuring that client applications continue to connect seamlessly.

4. Database Failover: If the failure involves the PostgreSQL primary node, PgPool-II can

trigger database failover as well, promoting a standby to the primary role.

5. Recovery: Once the failed node recovers, it rejoins the PgPool-II cluster as a standby.

2.2.6.6.2 - Additional Considerations

- Split-Brain: The quorum-based approach in Watchdog is critical to prevent a

split-brain situation where multiple nodes mistakenly believe they are the leader.

- Scalability: Watchdog supports scaling PgPool-II nodes horizontally. Multiple

PgPool-II instances can be added to increase HA and load distribution.

- Monitoring and Logging: Watchdog logs detailed information about health checks,

failovers, and leader elections. Monitoring these logs can be critical for maintaining a

healthy cluster.
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2.2.6.7 - Conclusion

PgPool-II’s Watchdog feature is a robust solution for achieving high availability and failover

for both the PgPool-II nodes and PostgreSQL backends. By configuring multiple PgPool-II

nodes in a cluster and utilising features like Virtual IPs, quorum-based leader election, and

health monitoring, Watchdog ensures continuous operation, automatic failover, and

prevention of split-brain scenarios. It’s an essential component for any high-availability

PostgreSQL architecture.
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3.2.7 - Initial Children and Pooling Algorithm

PgPool-II is designed to manage connection pooling for PostgreSQL databases, and it

achieves this by maintaining a pool of backend connections. To optimise resource usage, it

allows you to control the number of initial backend connections (children processes) and how

connections are managed and reused. Understanding how the Initial Children and Max

Pooling Algorithm work is essential for effectively managing database connections in

high-traffic environments.

Initial Children (num_init_children)

- Definition: The num_init_children parameter defines the number of child processes

(worker processes) that PgPool-II spawns when it starts. These child processes are

responsible for handling client connections to the database.

- How It Works:

- When a client connects to PgPool-II, it assigns the connection to one of the

pre-existing child processes.

- Each child process can handle multiple client connections, depending on how

the connection pooling is configured (i.e., the max number of connections that

can be handled per child process).

- If the number of active clients exceeds the number of initial children, PgPool-II

will dynamically spawn more children (within limits set by the configuration) to

handle the load.

- The idea behind this parameter is to have a number of child processes ready to

go when the system starts, which can minimise connection latency for

incoming requests.

- Key Points:

- num_init_children controls the number of pre-forked child processes.
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- The default value might be around 32, but this should be adjusted based on

your expected workload.

- Having too few initial children can lead to slower handling of client

connections, while too many can lead to high resource consumption (memory

and CPU).

3.2.7.1 - Max Pooling Algorithm and Connection Management

PgPool-II’s connection pooling mechanism allows multiple client connections to share a

smaller number of database connections. This can significantly reduce the overhead of

repeatedly opening and closing database connections.

The key components related to the max pooling algorithm and connections are:

1. Max Connections in PostgreSQL (`max_connections`)

The PostgreSQL setting max_connections controls the maximum number of database

connections that the PostgreSQL server can handle at any given time. Each PgPool-II child

process maintains backend connections to PostgreSQL, and if too many child processes create

connections, you could exceed the PostgreSQL max_connections limit.

Example:

If PostgreSQL’s max_connections is set to 100, and PgPool-II has 32 child processes, each

handling up to 4 connections, you could potentially exhaust the max_connections value,

leading to connection failures.

2. max_pool Configuration in PgPool-II

PgPool-II uses the `max_pool` parameter to define how many backend database connections

each child process can maintain for reuse. This is part of its max pooling algorithm, which

determines how client connections are mapped to database connections.

- max_pool defines the number of connection pools per child process for a specific

user/database combination.

- For each unique combination of username and database name, PgPool-II maintains a

separate connection pool.

- Each pool can manage multiple client connections to reuse database connections

efficiently.
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Example of Pooling Mechanism:

- If you set max_pool = 4, it means each child process can maintain up to 4 connections

to the database backend for every unique (user, database) pair.

- For example:

- User A connects to Database X → 4 connection pools are created for this

combination.

- User B connects to Database Y → Another 4 connection pools are created.

- If 5 clients using the same user/database combination connect, the 5th client

might reuse one of the 4 connection pools (depending on whether the

connections are idle or not).

This pooling mechanism helps avoid exhausting PostgreSQL's max_connections and reduces

the overhead associated with repeatedly creating and closing database connections.

3.2.7.2 - Formula for Managing Connections

The total number of backend connections created by PgPool-II is influenced by a combination

of several parameters:

- num_init_children: Number of PgPool-II child processes (initially started workers).

- max_pool: Maximum number of connection pools per user/database combination.

- PostgreSQL max_connections: Limit set on the PostgreSQL server for maximum allowed

concurrent connections.

The formula to estimate the maximum number of database connections is (Continue reading

for specific formula):

Max Database Connections = num_init_children * max_pool * (number of unique user-database pair)
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For example:

- num_init_children = 32

- max_pool = 4

- Assume 2 unique (user, database) pairs.

This would result in:

Max Database Connections = 32 * 4 * 2 = 256

This means PgPool-II could potentially create up to 256 connections to the PostgreSQL

backend under these conditions.

But a lot of times we have only one pair of user-database connections. And rare architectures

need to satisfy different pairings, if more pairing is needed, different PostgreSQL database

creation will satisfy this disadvantage. The more pairing you have the less connection you

remain left to establish client connections.

With the condition of one pair connection the final formula will be:

Max Database Connections >= num_init_children * max_pool

PgCloud has been configured with 665 children and 3 pools in each child (You can change it

later, by reading the manual you will know all the parameters). That means that PostgreSQL

must be configured with 2000 max_connections, less configured connections will block

PgPool and on many occasions PgPool will consider this event as node failure and will do a

failover.

3.2.7.3 - Connection Pooling and Reuse

When a client disconnects, PgPool-II does not immediately close the associated backend

connection. Instead, it leaves the connection open in the pool for future use. If another client

connects and requires the same user/database combination, it can reuse this existing

connection, thus saving the overhead of re-establishing the connection to the PostgreSQL

server.
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- If all backend connections for a particular user/database pair are busy, PgPool-II will

wait for one to become available.

- If none become available within the configured timeout period, PgPool-II will either

reject new connections or spawn additional child processes (within the limits set by

the configuration).

3.2.7.4 - Connection Limits and PgPool-II Behavior

1. Exceeding PostgreSQL max_connections:

If PgPool-II attempts to open more database connections than the PostgreSQL

max_connections allows, the PostgreSQL server will reject these connections. It’s crucial to

set the PgPool-II parameters (`num_init_children` and `max_pool`) in a way that does not

exceed the PostgreSQL connection limit.

2. Balancing Connections:

PgPool-II manages connections intelligently, balancing client connections across the available

pools and backend connections. It ensures that the connection limits defined in both

PgPool-II and PostgreSQL are not exceeded unless explicitly allowed by the configuration.

3.2.7.5 - Best Practices for Configuring PgPool-II and PostgreSQL Connections

1. Set num_init_children Based on Expected Client Load:

Start with a reasonable number of child processes that can handle your typical load and adjust

based on monitoring. Too few will result in slower handling of connections, while too many

will use unnecessary resources.

2. Maximise Pool Efficiency (`max_pool`):

Set `max_pool` to optimise connection reuse for different user/database combinations. A

higher value reduces the need to create new backend connections but increases memory

usage.
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3. Ensure PostgreSQL `max_connections` is Sufficient:

PostgreSQL’s max_connections should be set higher than what PgPool-II will attempt to use,

calculated using the formula:

max_connections ≥ num_init_children * max_pool

4. Use Connection Timeouts:

Set reasonable timeouts for idle clients and backend connections to prevent resource

exhaustion.
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3.3 - Connection Pooling Layer

This layer is managed by PGBouncer. PgBouncer is a lightweight connection pooler for

PostgreSQL. It's designed to reduce the overhead associated with opening new connections to

the database. PostgreSQL, by default, is a process-based server, meaning that every client

connection is handled by a new process. This can be expensive in terms of memory and CPU

usage, especially in environments with a high number of concurrent connections.

It can be used directly in PostgreSQL or can jump the pooling with PgPool, for more

information on how to select your architecture, read section 2.

3.3.1 - Key Features of PgBouncer

● Connection Pooling: PgBouncer manages a pool of database connections and reuses

them, reducing the overhead of establishing connections repeatedly.

●

● Lightweight: It has a very low memory footprint, making it ideal for environments

where resources are constrained.

●

● Fast Switching: It can quickly switch between different databases, even within the

same pool, without the need to establish a new connection each time.

●

● User Authentication: PgBouncer supports various authentication methods, including

PostgreSQL native, MD5, and others.

●

● Monitoring: PgBouncer provides several internal tables to monitor its activity and

performance.
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3.3.2 - PgBouncer Modes

PgBouncer can operate in three different pooling modes:

1. Session Pooling (default): A server connection is assigned to a client for the duration

of the client session.

2. Transaction Pooling: A server connection is assigned to a client only for the duration

of a transaction.

3. Statement Pooling: A server connection is assigned to a client only for the duration of

a single statement. This mode has the highest efficiency.

3.3.3 - Configuration

The main configuration file for PgBouncer is usually located at /etc/pgbouncer/pgbouncer.ini.

Here’s an example configuration for a setup with three PostgreSQL nodes:

[databases]

; Define the database and connection strings for the three nodes

db_pgcloud= host=10.0.0.1,10.0.0.2,10.0.0.3 port=5432 dbname=db_pgcloud

[pgbouncer]

; Basic settings

logfile = /var/log/pgbouncer/pgbouncer.log

pidfile = /var/run/pgbouncer/pgbouncer.pid

; Listen for incoming connections on this address and port

listen_addr = *

listen_port = 6432

; Pooling mode: can be session, transaction, or statement

pool_mode = transaction

; Set the maximum number of client connections

max_client_conn = 100

; Set the minimum number of server connections to maintain in the pool

min_pool_size = 10

; Set the maximum number of server connections in the pool

default_pool_size = 20

; Authentication settings

auth_type = md5

auth_file = /etc/pgbouncer/userlist.txt
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; SSL settings (optional, but recommended for production)

; If your PostgreSQL nodes are configured to use SSL, configure PgBouncer to do so as

well.

; server_tls_sslmode = require

; server_tls_ca_file = /etc/pgbouncer/ca.pem

; server_tls_cert_file = /etc/pgbouncer/pgbouncer.pem

; server_tls_key_file = /etc/pgbouncer/pgbouncer.key

[users]

; This section is optional. Here you can define specific settings for individual users.

[pgbouncer_stats]

; Set up a database to monitor PgBouncer statistics

stats_users = admin

User Authentication

Create a userlist file (/etc/pgbouncer/userlist.txt) to define users who can authenticate against

PgBouncer:

"u_pgcloud" "md5c4a4e1b77a9e21d5938de0869bcd2c3a"

In this example, "myuser" is the username, and "md5c4a4e1b77a9e21d5938de0869bcd2c3a" is

the MD5 hash of the password.

3.3.4 - Extra information

For load balancing across the three PostgreSQL nodes, you can use the PgBouncer

configuration in your pgbouncer.ini file as shown above. PgBouncer does not provide

advanced load balancing or failover mechanisms by itself; it will round-robin requests across

the specified hosts.

The connection between back and PgBouncer should be very close or in the same area (CPD),

therefore using PgPool with PgBouncer, both including Postgres must be in the same area at

least one node of every cluster.
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3.3.5 - Pooler working

In PgBouncer, the pooler is a core component that manages and optimises the use of database

connections. It essentially acts as a middleman between client applications and PostgreSQL,

pooling connections to reduce the overhead associated with establishing and tearing down

database connections. Here’s how the pooler works in PgBouncer:

3.3.5.1 - Connection Pooling Basics

● Purpose: The primary goal of the PgBouncer pooler is to manage a limited set of

database connections efficiently, sharing them among multiple client applications.

This helps to minimise the resource consumption on the PostgreSQL server and

reduces the time spent on connection establishment and teardown.
●

● How It Works:

○ When a client application connects to PgBouncer, it doesn't directly connect to

PostgreSQL. Instead, it connects to PgBouncer, which manages a pool of

connections to PostgreSQL.
○

○ PgBouncer decides whether to allocate an existing connection from the pool to

the client or, if none are available, to create a new one (within configured

limits).

3.3.5.2 - Pooling Modes

PgBouncer offers three different pooling modes to manage connections based on the needs of

your application:

1. Session Pooling (pool_mode = session):

○ How It Works: In this mode, each client connection is mapped to a distinct

database connection for the duration of the client’s session. When the session

ends, the connection is returned to the pool.
○

○ Use Case: Best suited for applications where a connection needs to maintain

state across multiple queries (e.g., using temporary tables or session-level

variables).
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2. Transaction Pooling (pool_mode = transaction):

○ How It Works: In this mode, each client transaction gets its own database

connection from the pool. Once the transaction is complete, the connection is

returned to the pool and can be reused by another transaction.
○

○ Use Case: Ideal for stateless applications where transactions are independent,

as it allows for more efficient reuse of connections.

3. Statement Pooling (pool_mode = statement):

○ How It Works: Each SQL statement is executed on a separate database

connection. After the statement is executed, the connection is returned to the

pool immediately.
○

○ Use Case: Suitable for very lightweight and stateless queries but generally less

common due to its restrictive nature.

3.3.5.3 - Pooling Configuration Parameters

Several key parameters control the behaviour of the connection pooler:

● default_pool_size: Specifies the maximum number of connections that PgBouncer will

maintain per database-user pair. When this limit is reached, additional client requests

must wait for a connection to become available.
●

● min_pool_size: Specifies the minimum number of connections that PgBouncer will

keep open at all times per database-user pair. This helps reduce latency for the first

few client requests.
●

● reserve_pool_size: This is an additional number of connections that PgBouncer can

allocate beyond default_pool_size in case of high demand. This acts as a buffer to

handle sudden spikes in traffic.
●

● reserve_pool_timeout: Determines how long a client can wait for a connection from

the reserve pool before being dropped.
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3.3.5.4 - Connection Lifecycle Management

● Connection Reuse: When a client releases a connection, PgBouncer does not

immediately close it. Instead, it returns the connection to the pool, where it waits to be

reused by another client. This reduces the overhead on PostgreSQL, as opening and

closing connections repeatedly can be expensive.
●

● Connection Limits: PgBouncer enforces limits on the number of connections it

maintains to the PostgreSQL server using the max_db_connections and

max_user_connections parameters. These parameters ensure that the PostgreSQL

server is not overwhelmed by too many simultaneous connections.
●

● Idle Connection Management: PgBouncer can close idle connections after a certain

period (server_idle_timeout) to free up resources when they are no longer needed.

3.3.6 - Switch Over

PgBouncer only works with one database, but you can Round-Robin with many different ip

connections. This means that if you want to add different type of databases such as read-only

and read-write databases you can do it in a different connection:

[databases]

; Define the database and connection strings for the four nodes

; r & w

db_pgcloud= host=10.0.0.1,10.0.0.2 port=5432 dbname=db_pgcloud

; r -only

db_pgcloud_r= host=10.0.0.3,10.0.0.4 port=5432 dbname=db_pgcloud

There are some limitations that PgBouncer does not allow, rather as a connection pooler, it

can not natively handle load balancing between multiple database instances or replicas. Its

primary purpose is to pool connections to a single PostgreSQL instance (or database) and

manage the reuse of those connections to optimise performance.
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4. The Big Manual
This section explains all the content in how to deploy the system, steps and testing.

If your purpose of reading the manual is to learn how PgCloud works, go to Section 3.

There are 2 ways of deployment which you can choose: Manual and Automatic.

- Manual: You will not need to download the repository and any script. Only images

needed, and you will upload everything by yourself to your servers.

- Automatic: You will need to install the launcher (pg_launcher) and the repository if you

want to have optimal results.

This manual will show how to do it manually, if you want to do it automatically. Read the

Manual of pg_launcher in the PgCloud repository. Soon

5. Tutorial for noobs
Soon
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